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General concept on fault tolerant computing 

 
Measures of Fault -Tolerant Computing 
i) Dependability: - a qualitative description that encompasses the terms above and reflects the 

overall quality of service. 

 
ii) Reliability:  R(t) -- the probability that a system will function properly over the time interval 
0... t.  (Typical spacecraft  requirement R(10 years) = 0.95, aircraft requirement R(10 hours 

= .999999999) 

 
iii) Availability: A(t) -- the probability that a system is operating correctly and able to perform its 

function at time t. (Sometimes expressed differently -- maximum downtime in an interval, e.g.  
telephone system < 10 minutes in 40 years.) 
 

iv) Performability: P(L,t) the probability that a system will perform at or above some level L at 

time t. (Example a large network.) 
 
v) Maintainability: M(t), the probability that a failed system can be restored to working condition 

within time t. 

 
vi) Testability: -- the ability to test a system; often measured in test coverage (the percentage of 

faults of a given class that can be uncovered by the test procedure). 
 
vii) Safety: S(t) -- the probability that a system will either perform its functions correctly or fail in 

a benign way.  (Example, a nuclear power plant). 

 
 
 

 

 
 

 
 
 

 

 
 
 

 

 
 

 
 



Basic hardware redundancy techniques 
i) Replicate and Vote 

Hardware -Implemented Triple Modular Redundancy (TMR) 

 
ii) Duplicate and Compare 
Duplex Self-Checking Approach (Stratus) 

 
Computers run same programs in lockstep. If one pair internally disagrees, the other pair takes 

over immediately. 
iii)  Check and Replace (Standby Redundancy) 

Active Hardware Redundancy – Detect error, remove fault, reconfigure, and recover state 

 
basic operation of an active approach to fault tolerance 

 



The Carter Self-checking Checker 

 
 

 
 
Assembly of n -input dual-rail signal comparison checker from basic two -input elements 

 
 
Self-checking circuit that duplicates and compares using a tree of Morphic And gates as below 



 

Input protection 

 

 

 
 
 

 

 
 

 
 
 

 

 
 
 

 

 
 

 
 



Using Complementary Logic to Detect Common Faults in a Duplicated System 

 

 
 
 

 

 
 

 
 



Basic Modeling 

 
 

 
 

 

 
 

 
 



 
 

 
The Concept of Coverage 

Coverage “c” is defined as the conditional probability, given that a fault occurs, that the system 
will be able to recover from it. 

It is  a measure of the “goodness” of the fault -tolerance features of a system. We shall see that it is 
the most important (sensitive) parameter in determining the reliability of fault-tolerant systems. 



 
 

 


