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Abstract: Side channel attacks can be effectivdlyr@ssed at the circuit level by using
dynamic differential logic styles. A key problemtgsguarantee a balanced ca-
pacitive load at the differential outputs of thgitogates. The main contribu-
tion to this load is the capacitance associatetl thieé routing between cells.
This paper describes a novel design methodologgute a design in which
multiple differential pairs are present. The mettiody is able to route 20K+
differential routes. The differential routes arevays routed in adjacent tracks
and the parasitic effects between the two wiregauth differential pair are
balanced. The methodology is developed on top adramercially available
EDA tool. It has been developed as part of a sedigital design flow to pro-
tect security applications against Differential RovAnalysis attacks. Experi-
mental results indicate that a perfect protectfoatfainable with the aid of the
proposed differential routing strategy.
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1. INTRODUCTION

Much design effort is spent in developing secure protocols and sglecti
strong encryption algorithms to achieve the security level eméd in the
specifications of the smart card application. Any security agjuitdow-
ever, is only as safe as its weakest link. Information related with ttsicphy
implementation of the device, such as variations in time deidypawer
consumption, has been used repeatedly to find the secret key iflesb-cal
Side Channel Attacks [1]. Especially the Differential Powralisis (DPA)
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[2] is of great concern as it is very effective in finding thersekey and can

be mounted quickly with off-the-shelf devices. The attack is basethe

fact that logic operations have power characteristics that depend on the input
data. It relies on statistical analysis to retrieve therimétion from the
power consumption that is correlated to the secret key.

At first, DPA has been thwarted with ad hoc countermeasures, wdich e
sentially concealed the supply current variations. Examples anestance
the addition of random power consuming operations or a current sink. Yet,
the attacks have evolved and become more and more sophisticatedf. To a
dress the problem, countermeasures need to be provided at differgnt desi
abstraction levels. At the algorithmic level, an example isking [3]. This
technique prevents intermediate variables to depend on an easibgiate
subset of the secret key.

Only recently, at the circuit level, dedicated hardware technigaes
been proposed [4],[5]. Instead of concealing or decorrelating the side chan-
nel information, these techniques aim at aadating any side channel in-
formation. Goal of these countermeasures is to balance the power pensum
tion of the logic gates. When the power consumption of the smallest building
block is a constant and independent of the signal activity, no infiarmiat
leaked through the power supply and a DPA is impossible.

Both in the synchronous [4] and in the asynchronous [5] approach, dy-
namic differential logic is employed. In this logic, every sigmansition,
also e.g. a degenerated 0 to O transition, is represented with an actual switch-
ing event, in which the logic gate charges a capacitance. Bezid€0%
switching factor, it is essential in order to achieve constanepoansump-
tion that a fixed amount of charge is used per transition. This niegrthe
load capacitances at the differential output should be matched. Theaload
pacitance has 3 components: the intrinsic output capacitance, thernnterc
nect capacitance and the intrinsic input capacitance of the load. Fhaoug
careful layout of the standard cells, the intrinsic input capa&tota gate
can be matched, as well as the intrinsic output capacitances. Yet with shrink-
ing channel-length of the transistors, the share of the interconmeatic
tance in the total load capacitance increases and the intercoapacttan-
ces will become the dominant capacitance. Hence, the issue difimgatice
interconnect capacitances of the signal wires is cruciahfocountermea-
sures to succeed [4],[5]. To our knowledge, this publication is thetdirs
address this problem.

As we will derive in section 3, the best strategy to achievelmedtinter-
connect capacitances is to route the output signals differentiafyimpor-
tant to note that in this manuscript, differential routing denotestlieap
output signals are at all times routed in adjacent tracksthistis the very
opposite of current commercial cross-talk aware routers, whiatisphg
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avoid running wires in parallel. As a response, we have elabaaatsch-
nique to force commercial EDA tools to route multiple differernpaiks. In
this technique, each output pair is routed as 1 ‘fat’ wire, whichahasg
other characteristics the width of 2 parallel wires. Aftedsathe fat wires
are split into the 2 differential lines.

Differential pair and shielded routing has been available througiesha
based routers whose antecedents are in the PCB domain, wherieatlectr
constraints are historically more dominant. However, router perfarena
and completion rate degrade rapidly with increasing number of such con-
straints. Gridded routers, with both routing resource representation and he
ristic search optimized for speed and capacity, are veryuliftic adapt for
connection of ‘wide wires’ or ‘co-constrainted’ wires [6]. Recgnshielded
routing capability has been migrated to gridded routers. We cannotiylire
use this approach for differential pair routing because (1) the tvaslgla
wires are not VDD or VSS line (that are typically used for shielding); (2) the
spacing between two differential wires will be larger dudnoshielded sig-
nal wire in the middle; and (3) the two differential wires carrguaran-
teed to have similar length. Therefore, we present a way toavorkd tool
limitations in section 3.

The remainder of this paper is organized as follows. In sectioplaca
& route approach is developed in order to thwart DPA. Section 3 discusse
the differential routing technique. In section 4, an experiment ig sat
which the technique is applied to route the DES encryption algorithm and
results of a DPA are provided. Finally a conclusion will be formulated.

2. BALANCING INTERCONNECT LOADS

2.1 Given Information

A standard cell of a dynamic differential cell library has fledéntial
outputs A and A’, which connect to k differential input pairs,{{), ... (I,
I)}. Each standard cell has a balanced design. This means thae(i)-
trinsic output capacitances £and G o seen at outputs A and A’ are equal;
that (2) the intrinsic input capacitances; @nd G; seen at inputs and |
are equal; and that (3) the drive strengths at output A and Acqua. The
standard cell has exactly 1 switching event per cycle. Thist évealways
the same and consists of 2 transitions: (1) in the evaluation pitkeout-
puts are at 1 and 1 output discharges to 0; and (2) in the prechargelphase
output is at 1; the other output is at 0 and is charged to 1.
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2.2 Place & Route Constraints
221 Match L oad Capacitance

In addition to engaging in 1 charging event per clock cycle,ntanda-
tory for input independent power consumption that the load capacitance is a
constant. The differential standard cell has a load capacitance at each output.
Since only 1 output undergoes a transition per switching event, the total load
at output A should match the total load at output A:=CC,. This, as can
be seen in Figure 1, can be restated ag:#0Cya + G1 + ... G = Ga +
Cwa *+ G + ... Gy, which can be reduced tq,& = C,» because of the
balanced standard cell design. This means that the Steiner raatngver
{A, I, ... k} must have the same total capacitance as the Steiner rénating
over {A', I{, ... k}.
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Figure 1. Load capacitance decomposition.

It is not necessary to balance the routing tree over{A,.ll} with the
routing tree over {B,, ... I} (where A and B are the outputs of two differ-
ent gates). For the total encryption module to have constant power consump-
tion, it is sufficient that the power consumption of each building bisck
input independent. There is no need for mutually matching the routing trees.

Cross-talk, which is the phenomenon of noise induced on one wire by a
signal switching on a neighboring wire, influences not only the delay, but
also the power consumption. Therefore the pair of interconnects need to be
routed with the same capacitance and with control over any cross-talk.

222 Match Source-Sink Delays
An attacker will analyze all information available from th@wver con-

sumption. He/she will not settle for the total charge per switchivent, but
will trace the instantaneous power consumption. To assure that only minor
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instantaneous current variations exist between different switahiegts,
each pair of differential routes should have a constant source-say the
delay from A to { must be equal to the delay from A’ fofdr each i =1, ...
k. It is not necessary that the delay from A;tis equal to the delay from A
to I; (where A is connected to the inputsflgate B and, of gate C), nor that
the delay from A to,lis equal to the delay from B tp (where the gates A
and B are connected to the inpytand | of gate C).

2.2.3 Miscellaneous Constraints

Implementations of encryption algorithm generally require 20K+sgate
This means that 20K+ differential routes must be balanced. It inégghbds-
sible to only implement the most sensitive parts of the encryptiodgule
and reduce this number. Yet, the size of the problem will not be reduced
with an order of magnitude.

The differential routing procedure must complete the missing paat of
secure digital design flow [7]. This design flow does not redinietfanout,
which is the number of gates a gate connects to.

2.3 Place & Route Approach

If two gates are connected with parallel routes that ark tthas in ad-
jacent tracks and on the same layers, then since independent chdbe pl
ment, the geometric distances are balanced, the two routes rafiestoor-
der the same capacitances and the same delays. Yet, thiscommpletely
true because both nets may have different parasitics and cross-takk effect

Parasitic effects are caused by the distributed resistartbe daftercon-
nect and by the distributed capacitance of the interconnect to theaseibst
and to neighboring wires in other metal layers. Though aside fromgsroce
variations, these effects are equal for both nets. The resistatioe same
since both interconnects have the same number of vias and hawaerghe s
length in each metal layer. The capacitance to the other layigsally the
same since in general the length of the differential routedisremof magni-
tude larger then the pitch between the 2 differential routes and one can there
fore argue that both nets travel in the same environment. Making efiery ot
metal layer a ground plane would completely control the capacitamtker
layers. Yet this would not only reduce the solution space but als@aégcre
the total capacitance.

Cross-talk effects are caused by the distributed capacitaragjdacent
wires in the same metal layer. Routing the two output nets inlglare
moves the uncertainty of one neighbor: during a switching event only one
output line switches, the other output line remains quiet. All unceyteam
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be removed by shielding the differential routes on either sideamtbD or

VSS line. Besides the loss in routing tracks, it will also bd baget multi-

ple sets of 4 routes into and out a standard cell. Yet, reserving ingrialik

of 3 upfront for a power line reduces the problem again to routing 2 differen-
tial lines. Note that the approach of alternating signal linesjaiet power
lines has been shown to produce predictable interconnect parasitiés [8].
ternatively, the cross-talk effects can be controlled by ménereasing the
distance between different differential routes. This can ebsilgfone with

the differential routing methodology we will present now.

3. DIFFERENTIAL ROUTING

The methodology that we propose is to abstract the differentiahpair
single fat wire. The differential design is routed with thewat and at the
end the fat wire is decomposed into the differential wire.

31 Basic |deas
311 Fat Wire Definition

The fat wire covers the two differential wires. The centerbf the fat
wire is the centerline between the two differential wires. The width dathe
wire W; is set by the summation of the pitch d? the normal wires and 2
times half the width of the normal wire YWV = P, + 2W,/2. The pitch,
which is the distance between the centerline of two adjacees vwg of the
fat wires is set by the summation of 2 times half the width of the fat wite a
the desirable distan@ebetween the fat wires; B 2Wi/2 + A. The distance
A can be made large to reduce cross-talk effects. The minimum spacing rules
do not change.

312 Transfor mation

After place & route with the fat wire, the resulting design tnfugstrans-
formed into the final differential design. The transformation consi§t2
translations of the fat wire and a width reduction to the normal width.

Since the centerline between two normal wires is the centedlithe fat
wire, a translation of the fat wire in the positive directiofi vasult in one
differential line and a negative translation in the in the oiher The trans-
lation must occur both in the horizontal and the vertical directiorsh@ésvn
in Figure 2, a consistent shift of all segments of the fat wiitle aAX in the
X direction and a\Y in the Y direction will result in one wire; a shift with a
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-AX and a AY in the other wire. The shiftaX andAY are half the pitch
lengths of the normal wires in the X and Y direction.

AY
2 — O
-AY
-AX| 1 AX
<>

Figure 2. Fat routes (left); translation operation (middend differential routes (right).

The resulting differential wires have the same number of afak seg-
ments. Each segment has the same length in both wires and is oveted
the same number of wires in the other metal layers. As a,réstih lines
have the same distributed resistances and parasitic capagitartbe sub-
strate and to the routes in the other metal layers.

3.2 Practical Aspects

This section discusses some of the practical issues we haeeaconss.
While these issues are independent of the tool, the guidelines pdeaente
for Silicon Ensemble [9], which we have used as the place & route tool.

321 Restrictionson Differential Sandard Cell

As can be seen in Figure 2, the vias are all aligned on aveaosiited di-
agonal. The in- and output pins of the standard cells must also bedaligne
likewise and with the same offsets. The upper pin is the pin assdaiith
the true net, the lower with the false net. Only then the tramslaan be
done in a consistent way.

322 Fat Wire Definition

Silicon Ensemble extends routes with at least half the widtieatend-
points. Because of the increased width, the fat wire extends tau fexr
endpoints and covers an area where there is no actual normal roatee-As
sult, spacing errors are generated for certain patterns of,witdch are
only virtual errors. To address this problem, the original normad war
routed on a large grid that has been defined such that there will igac-
ing violations after splitting. Doubling the original grid pitchesults in
such a grid. Now, the .lef library database [10], which contairthalinfor-
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mation that is relevant for the router tool, such as routing layesules,
grid definition, spacing rules and abstract views of the stan@dis] can be
left unchanged except for a new grid definition and the abstracs wéthe
cells with fat pin information. Note that from now on, we will route a normal
wire, but we will continue to refer to this wire as the fat wire.

3.2.3 Grid Definition

To facilitate the placement, the height and width of a standard cell should
be a multiple of the horizontal and vertical pitch respectivelyaddition,
since we can only route on the grid the pins should be situated ondhe gri
crossings. The most straightforward is to take the pitch ofathdesign a
multiple of the original grid. The minimum pitch between the faiesvis 2
times the pitch between the normal wires.

We defined the grid and the standard cells as follows: (1) theohtaiz

and vertical pitches of the fat grid are double the ones of theahgmiu;
and (2) the normal and fat grids have an offset of half their fétaith in
both the horizontal and vertical direction. With this definition afjuiee-
ments previously derived are fulfilled: (1) the standard celledsions are
multiples of the horizontal and vertical pitch of the fat and thenabgrid;
(2) the fat pins are situated on the crossings of the fat gridiiffleeential
pins on the crossings of the normal one; and (3) the differential @mske
tained by shifting the fat pin with half a pitch length of the norgral in
both the horizontal and vertical direction.

324 Non-preferred Routing Direction

If the fat wire takes a turn in a metal layer, the winés differential
route may cross in the same metal layer and result in atrielsicort be-
tween both wires. This however, can only happen if a metal layeseis in
the vertical and the horizontal direction. Even though each metal ag a
preferred routing direction, this does not guarantee that the rouyiagita
only used in that direction. This required us to force Silicon Ensetable
only route in the preferred direction.

3.25 Transformation Procedure

The transformation procedure consists of two parts: (1) parsing the
placed and routed fat design to reflect the differential desigiizandading
in the differential library database. The differential ‘diff.ldfrary database
contains the normal grid definition, normal wire definition, normaldeé-
nition and the differential gates with differential pin information.
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The wires in the routed ‘fat.def’ design file are describedirees Ibe-
tween 2 points and vias are assigned as points. The wire widthaaoklavt
acteristics are defined in the .lef library database. Asultrthe parser only
needs to translate the (X,Y) coordinates of the end points without ty wor
about the wire characteristics. The translation is done by (1latiegesach
statement that defines a net; (2) attaching the firstrstatieto the positive
pins and translating it in a positivAX,AY) direction; and (3) attaching the
second statement to the negative pins and translate it in avee@at,AY)
direction. Recall thahX and AY are half the pitch lengths of the normal
wires in the X and Y direction. Besides the translation of the path fat
gate in the ‘fat.def’ file is substituted by its corresponding differentia. gat

Figure 3 summarizes the differential routing methodology.

route

" )
diff.gds
L~

stream

Figure 3. Differential routing methodology.

3.2.6 Differential and Single Ended Routing

Up to now, we only presented a methodology to route a design of which
all wires are differential. It is however possible to combimgle ended
routing and differential routing. There are 3 options. The design can be
routed in 2 stages. First the differential lines are routed, anecudstly
with a new library database the single ended lines are routetsaoversa.

The design can also be routed concurrently by defining the fat routbe
single ended routes as nondefault routing rules. Or, one could route every
wire as a fat wire and subsequently transform the single engleaissinto a
single line and the differential signals into 2 lines. The lagbops not pre-
ferred if the single ended routes are in the majority andcmestraints are

tight.

3.3 Design Example

Figure 4 demonstrates the differential routing technique. The figure
shows an arbitrary placed and routed design consisting of 7 diffdrenti
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gates. At the left, the result is shown of the fat routing. Atititg, the result
after transformation is shown. Each fat wire is replaced by 2 normal wires.

—_ —_— L _— =_:|I —_

Figure4. Example: fat (left); and differential design (righ

4. EXPERIMENTAL RESULTS

In this section, we compare two dynamic differential implemesmatof
the DES algorithm [11]. One implementation uses the differerdiaing
technique described above. For the other implementation, we use the defaul
standard cell route as generated by the EDA router. We mounted arbP
both differential implementations. We have chosen DES, because much re
search has focused on both the implementation and prevention of DPA on
DES. The first subsection presents the basic procedures of theTDEA.
the experimental setup is discussed and implementation detaidgvare
The last subsection covers the experimental results. PleasthabteDPA
attack on a regular (non differential) standard cell implemientas de-
scribed in [4].

4.1 Differential Power Analysis

A DPA attack is carried out in several stages. Firstptiveer consump-
tion is recorded for a large number of encryptions. This is done bsumea
ing the instantaneous supply current. Next, the measurements aierptti
over 2 sets based on a so-called selection function, which usessaogue
subset of the secret key to make its decision. At the end, tieeedife is
calculated between the typical supply currents of the 2 sets. ThgditE is
referred to as Differential Trace (DT). If the DT has rexigle peaks, the
guess on the secret key was correct.
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The selection function is a behavioral model of the encryption module
and predicts 1 state bit of the module. If the secret key has been gumssed ¢
rectly, the outcome of the selection function is always equal t@c¢heal
state bit and is therefore correlated with the power consumptidre dbgic
operations that are affected by the state bit. Measuremens emdr the
power consumption of the other logic operations are uncorrelated. As a re
sult, the DT will approach the effect of the state bit on the pacaesump-
tion. If on the other hand the guess on the secret key was incorrect, the result
of the selection function is uncorrelated with the state bit an®thevill
approach O.

4.2 Experimental Setup

The experimental setup is depicted in Figure 5 [4]. The module forms
part of the DES encryption algorithm. Based on 4 bits of the left piktiRt,
6 bits of the right plaintextfand 6 bits of the secret key K, it calculates 4
bits of the left ciphertext C The selection function D(K,C), which is used in
the DPA, predicts the first bit of the register that stonesleft plaintext P.
In the selection function, only K is guessed,add G are known.

Selection
function
D(K,C)
S1 o edicis
substitution Sl;Jre_ icts
box 17 bitof P (.
K guessed.
C known.

Figure 5. Experimental setup: DPA on submodule of the lashd in the DES-algorithm [4].

The experimental setup is a necessary and sufficient subset DEfhe
encryption algorithm on which a DPA can be mounted [4]. The algorithm
has been reduced to this setup such that it becomes computatioasilyefe
to simulate it with Hspice. High-level power estimators, sagltycle accu-
rate simulators, cannot be used. A DPA attack uses statistetabds that
can detect very small power variations, which are plainly oegdeby high-
level power estimators. Furthermore, in order to retrieve a$ midcen in-
formation as possible, an attacker will sample several times per glclek ¢
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4.3 I mplementation Details

We have implemented the module in Wave Dynamic Differentiald_og
(WDDL) [7]. WDDL is a logic style that has dynamic diffet&al behavior.

Yet, it is implemented with static complementary CMOS logiaich is the
default logic style used in standard cell libraries. In WDDAhtistCMOS
standard cells are combined to form secure compound standard cédts, wh
have a reduced power signature. It has the advantage that éaxhly be
implemented without the investment in a custom designed standadd cell
brary. We used a commercially available standard cell lildaxeloped for

a 0.1&m, 1.8V CMOS technology. A WDDL gate actually is a double-
height cell that consists of 2 abutted static CMOS standarg| edlich are
extended with filler cells in which the pin placement requiremaresful-
filed. A WDDL gate does not have balanced input capacitances, hor ba
anced output capacitances. The filler cells could also incorporaitéoadd
capacitances such that the intrinsic capacitances become bal@hedth-
plementation consists of 194 WDDL gates, which are 440 actual static
CMOS standard cells.

Two different layouts have been created. Both designs have éeact t
same floor plan and cell placement. The difference is in the roptoue-
dure. One implementation, which we will call the ‘regular routesigie, has
been routed without any constraints or special techniques. The othdn, whic
we will call the ‘differential pair route’-design, has been rdutdth the dif-
ferential routing technique described in this manuscript.

Place & route has been done in Silicon Ensemble version 5.3. Row utili-
zation and aspect ratio are set at 0.80 and 1 respectively. Layout-tg-imetlist
which transistors and layout parasitics are extracted, is dohé/witioso.
Simulations are done in Hspice, with the transient increment set at 10ps. The
clock frequency of the circuit is chosen at 125MHz, and therefore 800
‘measurement’ samples are made per clock cycle. The clockhpntsig-
nals are driven by cascaded inverters in order to provide realata and
clock signals. The power consumption of the additional input circustry i
excluded from the measurements. In total, 2000 clock cycles have been
simulated with a random input at the plaintexta®d R, and with a fixed
secret key K, equal to 46.

4.4 Experimental Results

Silicon Ensemble required 8 and 3 CPU seconds on a SUN ULTRA 5 to
route without any violations the regular route and the differentialrpate
respectively. It took 0.85 CPU seconds to parse and create thdiffastn-
tial netlist. Note that many floorplan settings can be evaluatdg;the final
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design should be parsed. To have a comparison, we have also made an at-
tempt to use Cadence Chip Assembly Router version 11.0.06 [12] to route
the placed design. This is one of the commercially available tbatshas
the capability of routing differential pairs. Only the 442 internds feave
been defined as 221 differential pairs. In total, 100 iterations havepese
formed. This required 7 hrs 56 min and 33 sec in CPU time without genera
ing a completely routed result. It still had 972 conflicts and 125 unconnected
nets.

Figure 6 and Figure 7 show 2 histograms in which the internal amterc
nect capacitances of the regular route and the differential pair reutera-
pared. The capacitance per net was reported directly from SHice@mble
using Simcap. Figure 6 depicts the distribution of the ratio betwleen
capacitance at the true signal net and the capacitance airtheponding
false signal net. The variation between the capacitances aifteential
nets is up to a factor 4 for the regular route procedure. On the other hand, the
differential pair route procedure does not show any variation. Intfiectool
always returned exact the same values.

220 ‘B-regular-route--

diff. pair route ¢
80

Bin Count

all m . . .
0 0.5 1 1.5 2 25 3
Int. Cap.Tryg/Int. Cap.FaLSE

Figure 6. Ratio between interconnect capacitances at trddase nets.

The distributions of the absolute values of the capacitances, whdch ar
shown in Figure 7 are very much similar between the 2 routing prasedur
This indicates that the mean power consumption and the time ddlag Bf
implementations will be alike.

In the transient simulation, the mean energy consumption per cloek cyc
is 42.72pJ and 44.21pJ for the regular route and the differential pair route
respectively. The normalized energy deviation, which specifiealibelute
range of the variation on the energy consumption per cycle, is 1¥ador
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regular route and 0.7% for the differential pair route. The normatitzed
dard deviation is 0.2% and 0.1% respectively.

TAO o o regular route |
120 diff. pair route
L —
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Interconnect Capacitance - [fF]

Figure 7. Absolute interconnects capacitances.

Figure 8 shows DTs from the DPA on our transient simulation. Fdr ea
implementation, 2 DTs are shown: the one from the correct denrefuess
and one from an arbitrary incorrect secret key guess. For transgaf the
figure, the DTs of the other incorrect key guesses have beetednihe
omitted DTs are in accordance with the one shown. The differeniial pa
routing has been effective in reducing the peaks in the DT ofotiect se-
cret key. Compared to the regular routing, the differential pair routevashie
a complete reduction.

—— secret key | incorrect key
§ register P|_ logic register C_
7100 tregutarroute
g b
@ Tl
|: 0 WWL—‘IJH ) \'s ¥ U
£ 100 iff. pair route
3 \
5 0 W‘—-\l L*—'WI‘“HW*—N{M—J
»
000 4 8 12 16 20 24
Time - [ns]

Figure 8. Differential trace for correct and arbitrary incat key guess.
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Figure 9 shows the peak-to-peak value of the differentiad¢ratthe se-
cret key guesses. For the regular routed design, the DT of ¢het &ey
stands out. On the other hand, for the differential pair routed desigbTthe
does not reveal the secret key.

Several approaches, which we have mentioned throughout the paper,
such as for instance shielded lines or a larger pitch, balancedimtrapaci-
tances and ground planes, are still available to improve thesie$akse
options all have in common that they are not for free: one requoes de-
sign time, the other more area, etc. This is typically for securitycapiglns,
where the higher the level of security is aspired, the more expehg im-
plementation will be. Yet, note also that we have performed acpettack
with perfect measurement results. In real life, many factarsh as other
circuitry, noise, decoupling, sample frequency, jitter, etc. will influencé fina
result. The more the attacker is willing to invest in his sneament setup,
the better his results may be.

250 : :

< - regular route —— diff. pair route
1210

§17o A A A
R B V' DO A
2 1a0) || FVEIVAT bep R F3h 2 f
AN L RTRIA R A
= { N
A 90

secret key
0 16 32 48

Secret Key Guess

Figure 9. Peak-to-peak value of differential traces.

It does not come as a surprise that the secret key ided@ittable in the
regular routed design, even though the cycle-to-cycle variationeopawer
consumption is a mere 1%. DPA is a very powerful attack thateamen-
tioned before, will reveal apparent insignificant power differen¢eerefore
it is also necessary to proof the resistance of a techniquesafdA with
the results of an actual DPA and not to rely on any form of viespection
of the power consumption behavior.
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5. CONCLUSIONS

We have presented a methodology to route multiple differential wires be-
tween secure dynamic differential standard cells. In the method@ogiye
code is assigned that abstracts the differential pair agke $at wire. Sub-
sequently, the router is run using this fat wire and at the endthdre is
decomposed back into the 2 wires. Experimental results have showan that
differential design is routed 2.6 times faster with this methodologyered
with the case that the same differential design is routddouiitany con-
straints. The differential routing effectively helps in contngjlthe parasitic
effects between the two wires of each differential pair. Erpental results
show that the differential pair routing is an essential technigsidcess-
fully thwart the DPA.
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