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Abstract

A Charge Recycling Sense Amplifier Based Logic is pre-
sented. This logic is derived from the Sense Amplifier
Based Logic, which is a logic style with signal independ-
ent power consumption. It has been proven previously to
protect security devices such as Smart Cards against
power attacks. Experimental results show that the use of
advanced circuit techniques, which enable charge recy-
cling and intermediate precharge voltages, saves 20% in
power consumption and 63% in peak supply current and
that the logic style preserves the energy masking behav-
ior of the Sense Amplifier Based Logic.

1 Introduction

Security is as strong as the weakest link. Strong en-
cryption agorithms have been designed to withstand
cryptanalysis that has access to plaintext and ciphertext.
The physical implementation however, provides the at-
tacker with important extra information. Numerous at-
tacks have been presented that use ‘side channels', such
as time delay and power consumption, as an extra source
of information to find the secret key. Especially the Dif-
ferential Power Analysis (DPA) [1] is of great concern. It
is very effective in finding the secret key and can be
mounted quickly with off-the-shelf devices. The attack is
based on the fact that logic operations have power char-
acteristics that depend on the input data and the secret
key. It relies on statistical analysis to extract the informa-
tion from the power consumption patterns.

At first, the DPA has been fought with ad hoc coun-
termeasures. For instance, the addition of random power
consuming operations obscured the data dependent varia-
tions in the power consumption [1]. Yet over time, the
attacks have evolved and become more effective. To
address the problem, countermeasures need to be pro-
vided at different design abstraction levels. At the algo-
rithmic level, a fine illustration is masking [2]. This
technique prevents intermediate variables to depend on
an easily accessible subset of the secret key.

Only recently, at the circuit level, dedicated hardware
techniques have been proposed [3],[4]. Instead of con-
ceadling or decorrelating the side channel information,
these techniques aim at not creating any side channel
information. Goal of these countermeasures is to balance
the power consumption of the logic gates. When the
power consumption of the smallest building block, i.e. a
logic gate, is independent of the signal activity, no in-
formation is leaked through the power supply regardless
of the data or secret key being processed. One such logic
styleis Sense Amplifier Based Logic (SABL) [5].

Most wireless embedded applications have crypto-

graphic capabilities for authentication and confidential-
ity. For these battery-powered devices much focus is on
lower power design. We have analyzed advanced circuit
techniques to reduce the power consumption of SABL.

SABL is aprecharged and differential logic style. Be-
cause of this, is does consume a substantial amount of
power. The Charge Recycling SABL (CRSABL) recy-
cles the charge stored at one output node in the evalua-
tion phase to partially charge the output and the internal
nodes to an intermediate voltage in the next precharge
phase. This technique achieves a reduction in power con-
sumption of 20%. Since CRSABL reuses internally
stored charge, it aso benefits from a reduction in the
supply current derivative di/dt and the peak supply cur-
rent. As aresult, the supply bounce, often a critical prob-
lem for signal integrity, is lowered. Furthermore,
CRSABL reduces the number of clocked transistors with
onethird.

Section 2 describes CRSABL. The discussion consists
of (1) an introduction to SABL, (2) a description of the
CRSABL inverter, (3) design rules for cascading charge
recycling dynamic gates, (4) the energy-delay perform-
ance and (5) techniques to overcome destructive charge
sharing effects in arbitrary CRSABL gates. In section 3,
an experiment is setup to compare the performance and
energy masking behavior of CRSABL and SABL. Fi-
nally a conclusion will be given.

2 Charge Recycling SABL
2.1 SABL

Sense Amplifier Based Logic is alogic style that uses
a fixed amount of charge for every transition, including
the degenerated events in which a gate does not change
state. In every cycle, a SABL gate charges a total capaci-
tance with a constant value.

SABL is based on 2 principles [5]. First, it is a dy-
namic and differential logic style and therefore has ex-
actly one switching event per cycle and this independ-
ently of theinput value and sequence. Since a differential
logic family uses the true and the false representation of
the in- and output signals and a dynamic logic family
aternates precharge and evaluation phases, both outputs
are precharged to 1 in the precharge phase and exactly 1
of the 2 outputs evaluatesto O in the evaluation phase.

Second, during a switching event, it guarantees that
the load capacitance has a constant value. SABL com-
pletely controls the portion of the load capacitance that is
due to the logic gate. The intrinsic capacitances at the
differential in and output signals are symmetric and addi-
tionally it discharges and charges all the internal node
capacitances trough a specia pull down network.



2.2 Inverter

The SABL and the CRSABL inverters are depicted in
Figure 1 (left and right). The gates differ in one essential
point. The two clocked pmos transistors that precharge
the output nodes of the SABL inverter to the supply volt-
age VDD, are replaced by one clocked pmos transistor
between the output nodes of the CRSABL inverter.

e g

H

VDD

outl

in | Fn in -
c|k+

Figure 1. Inverter: SABL (left); and CRSABL (right)

Figure 2 shows a switching event of the CRSABL in-
verter. At the onset of the precharge phase (clk-signa
low), node Z is disconnected from GND and the output
nodes are shorted. The high output drops and the low
output rises in order to converge to the same voltage,
which isVDD — |V|. Vi Vin @re the threshold voltages.
At that moment, the pmos transistors of the cross-
coupled inverter are turned off. Meanwhile, the internal
nodes X and Y have been precharged to VDD — [Vy| —
V. During the subsequent evauation phase (clk-signal
high), the gate will evaluate to a differential output as
soon as one transistor of the differential input pair pro-
vides a path to GND.
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Figure 2. Simulated waveform transients of inverter: input
(top); output (middle); and current (bottom)

Figure 2 also shows a switching event of the SABL
inverter for the same inputs. CRSABL has both a lower
total power consumption and a smaller peak current. The
transistor sizes of both gates are optimized for minimum
power consumption.

CRSABL consumes less power for two reasons. The
first effect is charge recycling. The charge stored on the
high output node during the evaluation phase is used to
partially charge the low output node during the precharge
phase. As a result, less charge has to come from the
power supply. Secondly, the output and the internal
nodes are only precharged to VDD — [V and VDD —

Vil — Vin respectively. This is one threshold voltage
below the precharge voltages of SABL. Since one output
and all internal nodes, are discharged in every cycle, the
lower the precharge voltages are, the lower the power
consumption will be.

The peak supply current is smaller not only because
less charge is required but also because the precharge
current is no longer supplied by clocked transistors,
which are entirely open and provide a high peak current.

2.3 Cascading Gates

CRSABL, like SABL, is a dynamic logic style. Dy-
namic logic is connected using either domino logic, in
which each gate is extended with a pair of inverters, or
np-logic, in which n- and p-type gates are alternated.

CRSABL can never be connected according to the np-
logic rules. The output signals of the p-type gate are pre-
‘dis -charged to Vy,. In this regime, the input transistors
of the subsequent n-type gate have a very high leakage
current. The charge on the output nodes would quickly
leak away and the cross-coupled inverter would switch.
Furthermore, any noise disturbance turns the transistors
on and accel erates the process.

Consequently, CRSABL can only be cascaded using
domino logic. Y et, static inverters should not be used for
the same leakage reason. They suffer from a direct path
current when their input is at VDD — |V|. There are cir-
cuits that recover afull swing at the output without direct
path current. Figure 3 (left) uses a high V; pmos transis-
tor. While this requires extra masks and processing steps,
more and more designs nowadays use high V. transistors
to control subthreshold currents. Figure 3 (middle) [6]
uses an enable signal to stop the direct path current. This
requires 1 additional transistor and the generation of the
enable signal. Finally, the circuit in Figure 3 (right) [6]
consists of only 2 regular transistors driven by both out-
put signals. This circuit has poor drive strength, as the
current does not directly come from the supply.
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Figure 3. Circuits to recover a full swing without direct
path current

2.4 Performance

This section compares the energy-delay characteris-
tics of CRSABL and SABL. Two circuits are imple-
mented: a CRSABL inverter extended with the circuit of
Figure 3 (right) at both output nodes; and a SABL in-
verter extended with a pair of static inverters. The cir-
cuits are implemented in a 0.18um, 1.8V CMOS tech-
nology. Simulations are done in HSPICE.

Detailed SPICE simulations are done with the setup
depicted in Figure 4 [7]. Four measurements are re-
ported. E;,; includes the power dissipated when the inter-
nal nodes of the gate switch, but excludes the power dis-
sipated on the load capacitance. Eyq, and Egyy present the
portion of the gray and black inverters' power consump-



tion dissipated in the gate. Finaly, the delay is measured
between the 50% transition points of the input and output
in the evaluation phase. The delay in the precharge phase
isinsignificant. All gates precharge in parallel. Note that
the power measurements reflect precharge and evaua-
tion phase.
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Figure 4. Measurement setup

Figure 5 shows the minimum energy-delay curves for
C, equa to 10fF as a function of the transistor sizes.
SABL achieves alower minimum Energy Delay Product
(EDP) then CRSABL. The minima are 7.2e-24 and
10.4e-24 respectively. For Smart Card applications how-
ever, speed performance is not important. Most Smart
Cards have an internal clock frequency ranging from 10
to 20 MHz. Current state-of-the-art has a maximum in-
ternal clock frequency of a mere 55MHz [8]. For Smart
Cards and battery-operated devices, the energy consump-
tion per cycle, aka the Power Delay Product (PDP), is a
better measure. CRSABL achieves 25.7fJ compared to
34.3fJfor SABL.
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Figure 5. Energy-delay tradeoff of inverter

Table | summarizes the energy-delay characteristics
for the circuits with minimum PDP. A reduction of the
clock load from 3 to 2 transistors has saved 41% in Egy.
E.« and E,; have been reduced with 24% and 25% re-
spectively. The tradeoff is with an 68% increase in delay.

Table I. Energy-delay characteristics of inverter

Eint Edata Eclk Eiot delay
() () ) (f)  (Ps)

SABL 28.7 0.7 5.0 343 249

CRSABL 21.9 0.9 2.9 257 418

2.5 Charge Sharing Effects

CRSABL gates are built by replacing the input differ-
entia par with a differential pull down network
(DPDN). A special DPDN that for a differential input
connects al internal nodes to an output node should be

used to achieve constant power consumption [5]. Figure
6 (left) shows the CRSABL AND-gate extended with a
designated circuit at its outputs to recover full swing.

Figure 6. AND gate (left); and feedback network (right)

This circuit however, suffers from charge sharing,
which is a result from incompletely loaded internal
nodes. Figure 7 (top) and (middle) show how this can
lead to failure. Worst-case charge sharing occurs when
the input signas, i.e. A, A, B and B, have been pre-
charged to O before the falling edge of the clock. Note
that this situation happens if there is a large jitter on the
clock such that all gates do not precharge exactly at the
same moment. When A becomes 1, charge from node
nand1 will be used to charge node X. Note that node X is
disconnected from GND as B and B are still at 0. As a
result, the cross-coupled inverter, which was in a meta-
stable state, will choose side. If subsequently B becomes
1 the cross-coupled inverter keeps its state and the gate
produces an incorrect output.
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Figure 7. Simulated waveform transients: input (note:

A = 0, B = 0 throughout entire transient) (top); output
(middle); and output with feedback (bottom)

SABL also experiences destructive charge sharing.
Here, the remedy consists of increasing the length and
thus the resistance of transistor M4. This decreases the
gain in the feedback loop. The result is that node andl
can discharge, compensate for the drop in nandl and
switch the cross-coupled inverter back to the other site.
Thisisnot aviable solution for CRSABL as the length of
M, would become too large. Because of the lower pre-
charge voltage, the voltage difference between nodes
andl and nandl after charge sharing is too significant.

The resistance of M; can aso be increased by apply-
ing a low bias voltage V such that transistor M, is only



turned on to close the feedback loop of the cross-coupled
inverters whenever its drain or source isamost at 0. The
shortcoming of this approach is that a bias voltage needs
to be distributed to all gates. A better solution is to use
the feedback network depicted in Figure 6 (right). This
circuit will turn on transistor M; when 1 output node has
become 1. Figure 7 (bottom) shows the output voltages
of the CRSABL AND-gate with feedback network.
Simulations indicate that the feedback network does not
result in adelay penalty.

3 Cdll library and application

We have built a set of basic gates and implemented a
typical cryptographic function in HSPICE in order to
evaluate CRSABL with respect to the energy-delay per-
formance and energy masking behavior of SABL. All
gates are connected in domino fashion and have been
optimized for minimum PDP. The CRSABL gates use
the feedback network and the SABL gates an appropriate
sizing of transistor M; to avoid destructive charge shar-
ing effects. Measurements have been performed accord-
ing the technique described in section 2.4.

The basic gates are the AND- and XOR-gate. Thisisa
sufficient set to implement any logic function. The dif-
ferential inverter is redundant as differential logic has
both the true and the fal se output. The OR-gate is derived
from the AND-gate by exchanging the inputs. Table II,
which has been derived for a C, of 10fF, shows that there
is reduction of roughly 25% in Ey. The delay increase is
around 43%.

Table Il. Energy-delay characteristics basic cells

AND XOR

Ewot Delay Eyx Delay
) (s) ({3  (ps)

SABL 427 312 48.7 325
CRSABL 33.1 452 355 459

With these cells we have implemented the S9 substi-
tution box of the Kasumi agorithm, the encryption ago-
rithm in the 3G cellular standard [9]. After synthesis, the
module has a maximum logic depth of 5 and consists of
86 XOR- and 46 AND-gates.

Table 1l summarizes the simulation results. The re-
duction of 20% in E,; comes from a combined reduction
of 18% in E;; and 43% in Eq. There is an increase of
34% in the delay of the module. CRSABL preserves the
energy masking behavior of SABL. Both, the normalized
absolute variation of the energy per cycle (NED) and the
normalized standard deviation of the energy per cycle
(NSD), are small.

Figure 8 shows the statistical properties of the instan-
taneous supply current. The mean current is a representa-
tive switching event. The point wise absolute variation
and standard deviation are small throughout the entire
event. Note that both logic styles have a comparable ab-
solute variation and standard deviation. This is important
since the attacker is not so much interested in the total
charge per switching event, as he is in the instantaneous
current. He will sample several times per clock cycle to
capture the instantaneous current. The increase in rela

tive energy variation in Table Il is mainly the effect of a
reduction of the normalization factor, which is the mean
energy consumption. Note also that the peak supply cur-
rent drops from 8.9mA to 3.3mA, areduction of 63%.

Table Ill. Energy-delay characteristics of S9box

NED NSD Etot delay
e3) (&7 (pJ) (ps)

SABL 5 5 5.94 696
CRSABL 13 11 4.75 932
10
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Figure 8. Typical supply current of S9box

4 Conclusions

We have presented a logic style to secure low power
security 1C’'s against differential power analysis. Ex-
perimental results have shown that through charge recy-
cling and lower precharge voltages, Charge Recycling
SABL achieves a 20% reduction in the total power con-
sumption and a 63% reduction in the peak supply current
of SABL. CRSABL preserves the resistance of SABL
against power attacks.
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